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‘L TALK STRUCTURE
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> Definitions
> Methods of residual generation
> Fault detectability and isolability
> Fault diagnosis using:

e (Dynamic Observers) UIO

o Kalman Filters

e Neural Networks
> Case Studies
» Concluding discussion



Definitions
Residual Generation Method
Fault Detectability and Isolability
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iNeed for Fault Diagnosis

» Safer

= Reliable

= Avoid system shutdown, breakdown
= Catastrophes

involving human fatalities and material damage
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‘L Monitoring

28/11/2025

> Continuous real-time task

» Determination of the
conditions of a physical
system

> By recording information,
recognising and indicating
anomalies in the behaviour
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PROBLEM STATEMENT
n

s Whatis a fault?

m An unexpected change in a system, such as a
component malfunction and variations in
operating condition, that tend to degrade overall
system performance

= We use the term “fault” rather than “failure” to
denote a malfunction rather than a catastrophe.
The term failure suggests a complete breakdown,
whilst a fault may denote something tolerable

28/11/2025
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i Fault Classification

¢ Classification according to location at which
each fault aftfects the system:

J Sensor fault
J Actuator fault (valve, motor)

J Component fault (intermediate valve)
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Classification by Fault
Type

> bias

> drift

> slow varying fault
> abrupt changes

» stochastic faults

Note: Faults are distinguished from noise

Noise can be considered in advance, but faults are “unexpected”.
Noise is often tolerable, but faults are not
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Incipient Faults

Why do we need fault diagnosis?

» Early indication of incipient faults can help
avoid major plant breakdowns and
catastrophes

» Fault detection and isolation has become a
critical issue in the operation of high-integrity
and fault-tolerant systems

28/11/2025
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i Tasks of Fault Diagnosis

Fault detection: i.e., the indication that something is
going wrong in the system

»  Fault isolation: i.e., the determination of the exact
location of the fault

»  Fault identification: i.e., the determination of the size
and type a nature of the fault

»  Fault accommodation: i.e., the reconfiguration of the
system using healthy components

= We focus attention on Fault Detection and
Isolation (FDI)
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TRADITIONAL APPROACHES TO
FAULT DIAGNOSIS

Installation of multiple sensors?
(“physical redundancy” or “hardware redundancy!”):

> Back up safety-critical hardware and software using triplex or
quadruplex arrangement, e.g. as in "fly-by-wire” aircraft

> The measure is aimed especially at detecting and isolating
sensor faults.

> Measurements of the same variable from different sensors are
compared. Any serious discrepancy is an indication of a fault
in at least one sensor
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12

Traditional Methods

Limit checking:

Plant measurement compared with preset limits;
exceedance of a limit can indicate a fault situation.

Installation of special sensors:

Limit sensors - basically, performance limit-checking in

hardware (e.g., limit temperature or pressure) or measuring
some special variables (sound, efficiency, vibration, ...)

Frequency spectrum analysis:

Some plant measurements have a typical frequency
spectrum under normal operating conditions; any
deviation from this is an indication of abnormality.

Characteristic signature used to isolate faults.
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MODEL-BASED APPROACHES
TO FAULT DIAGNOSIS

Analytical (Functional) Redundancy

> Makes explicit use of mathematical model of system,
often known as the "model-based” approach.

» Computer implementation allows the development of
fault detection, fault isolation and fault identification
based on analytical rather than hardware redundancy.

> We now give a more detailed treatment of this
approach.
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"Functional (Analytical)
i Redundancy

Provides independent way of detecting and
accommodating faults

>  Requires a “functional” model - either “explicit” or
“implicit”

»  Suffers from system non-linearity and modelling
errors

> Sometimes saves on weight, space, cost

E.g. Dynamic Observers, UIO and Kalman filters
28/11/2025



15

Knowledge-based
i Approach

» Makes explicit use of human knowledge of fault
and qualitative reasoning.

» Provides method of combining numeric and
symbolic models for performing the FDI task.

» Combination of all above approaches:
EXPERT SYSTEM FOR FDI

E.g. Neural Networks (and Fuzzy Systems)
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BASIC PRINCIPLES OF MODEL-
i BASED FAULT DIAGNOSIS

Monitored System | Reference Input
( * )
Controller [
_—Faults—0
Input Plant Output
——> Actuators —> . > Sensors * >
Dynamics
. J

( .
» Residual Res1duals> Decision W
» Generation Making

>

Fault
Information

Fault Diagnosis System
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"TWO-STAGES OF MODEL-
i BASED FDI

> Residual generation

Generate residual signals which are
indicators of faults.

> Decision making

Make decisions based on residuals
and decision rules.
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STRUCTURE OF RESIDUAL
GENERATION

e Residuals are INDICATORS OF FAULTS that are
independent of the system operating state under
nominal conditions.

- Zero for fault-free case
- Non-zero for faulty case

rz0 if and only if f+0
J(r) < Jg for  f(t)=0
J(r)> I for f(t) =0
where J(r) residuals evaluation function

Jth threshold

28/11/2025
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FAULT ISOLATION

Fault Isolability: Fault distinguishable from other faults using residual set
(or residual vector).

e Structured residual set: Residual set which has required sensitivity to
specific faults and insensitivity to other faults.

Method 1

Method 2
l'] r, l‘3 1'1 r2 l‘3
f, 0 1 1 f, 1 0 0
f, 1 0 1 f, 0 1 0
f3 1 1 0 f2 0 0 1

e Fixed direction residual vector:

Fault direction 1

Fault direction 2

Residual

28/11/2025
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RESIDUAL GENERATION BASED ON
(STATE) OUTPUT ESTIMATION

State estimation approach restricted to on-line
reconstruction of sets (or subsets) of state variables (or
measured variables) using mathematical model.

Using observers or Kalman filters whose estimation error
vector then used for residual generation.

Most processes are nonlinear and linear state space
models are only appropriate for small variations.

When a fault occurs, the variations can be large!!

Perhaps, multiple-models should be used -
based on different points of operation.

28/11/2025



21

‘_L Our Case Studies

J Simulated case studies

 Real processes

J Research works

» Aircraft/Aerospace Applications

» Industrial Simulated Example
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!'_ Fault and System

Models
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°  Model-based FDI
‘L Techniques

| Output sensors |
Ilnput SCNSOrs (1) |
y
: @ u*(t) g Plant h@ :
t
| u® YO
| Actuators [ Controller |
| Reference |
L _ _ _signals ||
' » FDI system < Y
u(t) y(t)

The fault diagnosis scheme
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" Model-based FDI
‘L Techniques (Cont'd)

Fault and System Modelling

fo(t) fe(t)
—uR—{Q Actuators u(e) Plant 0 >

IHDUE @ Output
f

Sensors l f.(t) (1) Sensors

v V()

Ax(t) + Bu*(t)
Cx(t)

<
*
—_—, "
b
e
Il
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Model-based FDI

‘L Techniques (Cont'd)

Fault and System Modelling

u* ()

Plant

y*(t)

fu(ff% % Input

SENSOTS
u(t) l

éﬁ }
Output £, (t)
SENSOrs y(ﬂ

Figure 2.6: The structure of the plant sensors.
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" Model-based FDI
‘L Techniques (Cont'd)

Fault and System Modelling

£,(1) fe(1)

l l

uz() Actuators i(f—)" Plant y'() >
Inpugi 4)%} OUtpUt
Sensors £u () f,(t) Sensors
u(t}l ly(ﬂ
x(t+1) = Ax(t)+f.(t) + Bu*(t)
u*(t) = upg(t) + fa(t) { y(t) =  Cx(t) +f,(t)
u(t) = u*(t) + fu(?)
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Model-based FDI
5 Techniques (Cont'd)

(1) fcl(t}
E@* Actuators 0 Plant Y70 > . MOdelhng
put (%4 ,%5 Output of Fault
SEIIIIE;[‘S £u(t) £, (t) Sensors Y
l Systems
u(t) y y(t)

Figure 2.7: Fault topology with actuator input signal measurement.

x(t+1) = Ax(t)+f.(t)+ Bf.(t) + Bu*(t)
u(t) = t)

x(t+1) = Ax(t)+Bu*(t)+ Lif(#)

y(t) = Cx(t) + Lof(#)

u(t) = u*(t) + Laf ()
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!'_ Residual Generation

Residual Evaluation
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Residual Generator
‘_L Structure

Inputs Outputs {Z(t) — I"T-""l(u(-).y(ﬂ)
u(t) y(t) r(t) = Wa(z().y()) = o
— Plant >
Under fault-free
l l N assumptions, the

= W(u0).v() e Walz0.v0) > residual signal r(?)
1s “almost zero”

Figure 2.8: Residual generator general structure,

28/11/2025
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General Residual
‘_h Evaluation

; (ﬂ for f[:ﬂ =0 Faulty residual

12 (t) i for £(t) #0 /

I_i:l I_i:l

Fault
free
residual

e

Detection thresholds

e(t)

1000 2000 3000 4000 5000
Data Samples

28/11/2025
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General Residual
i Evaluation (example)

Detection thresholds

1
0.3 ) Residual
0.2}
0.1 |
Residual o-
EEEE . | | E'EE N A A BN A UER BN

-0.1
-0.2
=0.3

_0‘4 I I

-0.5 ] -0.5

1000 2000 4000 40 500 : 1000 2000 3P00 4000 5000
Data SAmples Data San/é)le.s
Fault free residual Fault-free & faulty residuals
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Change Detection &
‘L Residual Evaluation

{ T (x(t)) gm for £(t) =0  |[U@)=0

J (r(1)) :}:(ﬂ for £(t) # 0 Faulty residual

Detection thresholds Fault
free

&(t)
residual

{ 'F;::l: E{rlz(f:’} :: {'_Tf:.:: E{[?‘l{f_} - 'FE]E} ‘ FRR | AN ERERR ] AEERE /

.
----

with o >2 - 1000 2000 3000 4000 5000

Diata Samples
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g Unknown Input

Observers
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" Unknow Input Observer
(UIO)

1 Disturbance Distribution Matrix (Known)

e

.
—
+
=
|

Ax(t) + Bu(?) %Eﬂ(f}} System with disturbance
Cx(t) “Unknown Input”

=
—_
s
e
|

Unknown Input

Definition: An observer is defined as an Unknown Input Observer
for the system with disturbance (above), if its state estimation
error vector e () approaches zero asymptotically, regardless of the
presence of the unknown input term 1n the system.

28/11/2025
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UIO Model

Ax(t) +Bu(t) + Ed(¢) }

P
-
+
=
|

Given: Cx(1)

<
A
e
o
|

The full-order UIO has the following mathematical form

ot z(t+1) = Fz ()+TBu()+Ky(j} ..
. () z(t) + Hy (¢)

where z(t) € R™ is the state of the UIO, x(#) the estimated state vector x(t),
whilst F', T, H and K are matrices to be designed to achieve the unknown input
de—coupling .

4 /NN

ZU/'J. Ay ravrav)
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Plant Model
x(t+1) = Ax(t)+ Bu(t) + Ed(t)
y(t) = Cx(1)
UIO Model
z(t+1) = Fz(t)+TBu(t) + Ky(t)
x(1) = z(t) +Hy(?)
Observer Design???

28/11/2025
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UIO Structure

J, d(t)
ut) Plant y(t)
TB K H
fany
N

oatbl) (o) )

N
N
{’]r
N

F

Figure 4.3: The UIO structure.
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‘L UIO Design

x(t+1) = Ax(t)+ Bu(t) + Ed(t)
(0 — ox(t } Plant Model
z(t+1) = Fz(t)+TBu(t) + Ky(t)
iz b } UIO Model
e (t+)=x(t+1)—x(@+1) State estimation error
e.(t+1) = [A—HCA —K;Cle,(t)+ [F — (A —HCA — K,C)]z(t)

+ [K2—(A-HCA -K;C)|y(t)

+ [T —(I-HC)|Bu(t) + (HC — T)Ed(t)

28/11/2025
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‘L UIO Design (Cont'd)

e,(t+1) = [A-HCA —K,Cle,(t) + [F — (A - HCA — K,C)]z(t)
+ [K2—(A-HCA -K;C)|y(t)

+ [T —(I-HC)|Bu(t) + (HC — T)Ed(t)

z(t+1) = Fz(t) + TBu(t) + Ky(t) (HC —1)E — 0
x(t) = =)+ Hy(1) } I-HC — T
A-—HCA-K,C = F
FH = K,

the state estimation error will then be:

IIIIIIIIIIIIIIIIIIII
. L J

28/11/2025 . Ttmressseieeessssenttt



UIO for Fault (Detection) +

‘L Isolation

x(t+1) = Ax(t)+Bu(t)+ Ed(t) .
y(t) = Cx(t) u*(t) y*(t)
] ~| System
General system ;
o -
¢* . ®
¢ Ad . !
t+1) = Fz(t)+TBu(t)+ Kyt H%—z: - i (t)
z(t +1) z(t) + u(t) + Ky(t) ¢ T el Ubservery — y
i(f) — Z{T) —|— Hy(f) "n..-- or* U: ‘-
g : _ : 1 r
U 420 Oljserverg—%-
UIO model T
N —
x(t+1) = Ax(t)+ Bu(t) + Bf,(t) LS| Olpserver, —
y(t) = Cx(t) +f,(t) . .
Input sernsors o
o K Output sensors
Process with input faults are fault-free
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° Input Fault Isolation
- with UIO

u*(t) y*(t)

- | System 1~  Each observer is
JLe insensitive to

® » )
éf o4 E'Dbserver 71 y(t) -
S e : one input sensor:
N gy __—‘.—'— "
?:1 12 7| Observer, —
. I Table 4, L: Fault signatures.
[ | .
P S E— §2% uy .. T Jui v Ym
. ;thserver?. — ruron ] 0 1 1 "5‘1 1 1
" 4 ?'UIDQ: 1 0 “aa 1 ﬁ. 1 1
Inpgt senfefs . = , , . - : :
Aasm . : . N : :
ruro,. ‘h’.]_ 1 0‘.|. 1 1 1
....lll““
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" UIO for Output Fault

Table 4.1: Fault signatures.

Eil‘ __E{.j.-...,._. Up ¢sf_1. U2 Ym
S Y 0
ro, A L1 L0, 17 0

.

‘\' . . E; : ?’." .‘

ro,. ™k, 1 ... .t [0 0 [

Isolation

Bank of
output observers

Fault-free case:

T—ro0

t]im__ ri(t) = lim (y:(t) — C*x'(t)) =0

Faulty case

¥ =y, O+ f()

limr (¢) # 0
t—o0

28/11/2025
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Residual Disturbance

Robustness

m Residuals
decoupled from
disturbance

m Robust residual
generator

m Disturbance
effect
minimisation

m Measurement
errors

28/11/2025
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Figure 2.14: MIMO process with faults and noises.



°  FDI with Noisy
‘L Measurements

Ax(t) + Bu(t) + wet), —I‘Llf(s
Cx(t) + v(t) #L;:f(f)

.l‘_"ﬂ‘_'\.
A
==
_|_
=
Il

v Model with fault and noise

Ax(t) + Bu(t) + w(t)
Cx() + v(t)

i
—
o S
R
1|

» Model with noise only: Kalman filter!
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!'_ Kalman Filter

Idea...
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= \What i1s a Kalman
i Filter?

s Optimal recursive data fusion algorithm
= Predictor-Corrector style algorithm

= Processes all available sensor
measurements in estimating the value of

parameters of interest using:
= Knowledge of system and sensor dynamics

= Statistical models reflecting uncertainty in
system noise and sensor dynamics

= Any information regarding initial conditions

28/11/2025



“What i1s a Kalman Filter
(cont’'d)?

= Optimal in the sense that for systems which can be described by a
linear model, e.g.

X, =Ax, +Bu, +w,
z, =Cx, +v,

and for which the process and measurement noises w, and v, are
normally distributed, the Kalman filter is the provably optimal
estimator (estimate has minimum error variance)

= In our case, “process noise” corresponds to uncertainty in the
process model, measurement noise is from uncertainty in the
sensing model, x denotes the state being estimated and z the
sensor measurements

28/11/2025



- Time Update
i (Predictor)

= Update expected value of x
X, = AXx,_ + Bu,
= Update error covariance matrix P
P =AP, A" +Q

= Previous statements were simplified
versions of the same idea:

x(13)= (1) + u[t;— 1,
o' (t;)=0'(t)+ o, [t,— 1]

28/11/2025



"Measurement Update
i (Corrector)

= Update expected value

X, =X, +K, (z, —-CX))

s /nnovation 1s

= Update error covariance matrix
P.=(1-K, O)P;
= Compare with previous form

32(13) = )Ac(t;) + K(1,)(z; — fc(t;))
O_z(t3) = _K(t3))02 (%)

28/11/2025
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‘.L The Kalman Gain

= The optimal Kalman gain K, is
K, =P, C'(CP, C' +R)"

P C
CP, C'+R
= Compare with previous form

o’ (1)

o’ (f;)+ o,

K(t;) =

28/11/2025



!'_ Kalman Filter for FDI

Design...

28/11/2025
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‘L Kalman Filter Design

Ax(t) + Bu(t) + w(t)
Cx(t) + v(t)

*
p——,
X
_|_
=
]

i
—
o S
R
]

With reference to the time—invariant, discrete—time, linear dynamic system
described by Equation % the i-th KF for the i-th output has the structure
[Jazwinski, 1970]:

X% (t + 1|t) = AxL(t|t) + Bu(t)
Y (t + 1|t) = Cixp(t + 1)

(State and Output Prediction)

28/11/2025



* Kalman Filter Design
(Cont'd)

P(t+ 1|t) = AP(t|[t) AT + Q
K;(t +1) = P(t + 1[t)C] [C;P(t + 1|)CT + R]

Xp(t 4+ 1t 4+ 1) = xp (¢ + 1) + Ki(t + D) [y (t + 1) — G (t + 1]t)]

P(t+1t+1) = - Ki(t+ 1)C]P(t + 1) [I - Ki(t + 1)C;] " +

+K;(t+ 1)RK(t +1).
(Vector Updates)

The variables x% (f +1|t) and y%( + 1]t) are the one step prediction of the state
and of the output of the process, respectively. x}(ﬂt) is the state estimation
given by the filter, C; the i-th row of the output distribution matrix C, P(t+1|f)
is the covariance matrix of the one step prediction error x(f + 1) — x4 (t + 1[¢)
whilst P(t|t) is the covariance matrix of the filtered state error x(t) — x% (¢|t).

28/11/2025




" Kalman Filter Design
(Cont'd)

P(t+1[t) = AP(t|{H) AT + Q

Ki(t +1) = P(¢t + 11)CT [CP(t + 1) CT +R] ™

Xp(t 4+ 1t 4+ 1) = xp (¢ + 1) + Ki(t + D) [y (t + 1) — G (t + 1]t)]

P(t+1t+1) = [[-K;(t+ 1)C|P(t+ 1|1) [T - Ki(t + 1)Ci]

+K;(t+ 1)RK(t +1).
(Vector Updates)

Q is the covariance matrix of the input vector noise t(#) and R is the variance
of the i-th component of the output noise y(#). K,(f + 1) is the time-variant
gain of the filter and y; () is the i-th component of the measured output y (7).

_|_

{ x(t+1) = Ax(t)+ Bu(t) + Qv(t)
v(t) = Cx(t)+ Rw(t)

28/11/2025



- Kalman Filtering for
FDI

Ax(t) + Bu(t) + w(t)., +L_1_i:§'{'l'.‘-
Cx(0)+ v(t)  +Taf(t]

*
p——,
P
-
_|_
=
|

i
—
o S
R
|

---.l--.............
wunt® o ]
“ Ny

I) 1t can be proved that the mnmatmn eilt+ 1) = yi(t +1) — yh(t + 1t) =

yi(t + 1) — Cixh(t + 1]¢) is a zero- mean” Wska weeess vhen, all.tha ﬂisum‘p
tions regarding the system anr:l the statistical characteristics of the noises
described by Equation % are completely fulfilled. A Riccati equation is ob-

2) In the presence of a fault on the i-th output (f,,(¢) # 0), the stochastic
properties (mean—value, variance and whiteness, etc) of the innovation process
e;(t) change abruptly so that the fault detection can be based on these varia-
tions [Basseville, 1988|.

3 ) Finally, note how multiple faults in outputs can be isolated since a fault on
the i-th output affects only the innovation of the KF driven by the i:-th output
and all the innovation of the filters with unknown input.

28/11/2025
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Kalman Filtering for FDI
(Cont'd)

[ x(t+1) = Ax(t)+Bu(t) + w({)., +L1f (t]
| y(t) = Cx(t)+ v(t) +Lof(t]

; x(t+1) = Ax(t)+ Bu(t) + w(t)

| y(?) = Cx(t) + v(t)

Innovation |e(t+1)=y,(t+1)—y,.(t+)=y,(t+1)-C x,.(t+1]|1)

(i) Because of the linear property of the identified model and because of the
additive effect of the faults on the system, it may easily be shown that the effect
of the change on the innovation is also additive.

(ii) Any abrupt change in measurements due to a fault is reflected in a change
in the mean value and in the standard deviation of innovations.

28/11/2025



Kalman Filtering for FDI
(Cont'd)

; x(t+1) = x(t) + Bu(t) + w(t),. e Llf ]':-
|y (1) — Cx(t)+ v(t) +Laf(t o

; x(t+1) = Ax(t)+ Bu(t) + w(t)

| y(t) = Cx(t) + v(t)

Innovation |e(t+1)=y,(t+1)—y,.(t+)=y,(t+1)-C x,.(t+1]|1)

In particular, since the KF produces zero—mean and independent white resid-
uals with the system in normal operation, a method for FDI consists of testing

how much the sequence of innovations has deviated from the white noise hy-
pothesis.

28/11/2025
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‘L KF Residual Evaluation...

Which thresholds???

/

. E:(ﬂ for f(t) =0
J(r(t)) >ie(t) ;i for f(t) £0

Innovation |e(t+1)=y,(t+1)—y,.(t+D)=y,(t+1)-C x,(t+1]|1)

28/11/2025



Kalman Filtering for FDI
‘_L (Cont'd)

r)=e(t+)=y,(t+) - yp(t+) =y, +1)-C xp(t+1]1)

Innovation or (1) Statistical Tests

Residual r(t) t
_ 1
Zero-mean T(t) = )] = - Z r
=1
&
1
variance 2{ t)=FE [r =7 }2

7=1

28/11/2025



Kalman Filtering for FDI
‘_L (Cont'd)

r)=e(t+)=y,(t+) - yp(t+) =y, +1)-C xp(t+1]1)

Innovation or (17) Statistical Tests
Residual r(1)
e
Whiteness test R.(r) = ;2?'(.‘3)?'(.)’ + 7).
i
5 " MM )
X5 —lpe M) = ' Ri(r
¢M(t) Rfl(o)gg( (7))

which are computed in a growing window. The parameter (* (#) is a chi-squared
random variable with M degrees of freedom.
28/11/2025



Kalman Filtering for FDI
(Cont'd)

Whiteness test Ri(T) = % ; r(7)r(J+7).
5 " M 5
—_ e - N _ ' t T
X =tp 0 = g 2 (B )

If a system abnormality occurs, the statistics of r(¢#) change, so the com-
parison of 7(t) and ¢M (t) with a threshold ¢ fixed under no faults conditions,
becomes the detection rule . In particular, such a threshold can be settled
as previously seen or, with the aid of chi-squared tables, ¢ = Y4(M) can be
computed as a function of the false-alarms probability 3 and of the window size

Jﬁ.{n

28/11/2025



'KF Residuals: Mean-value

‘_L (example)

WX 106 Residual Mea:n Value
.l"'""".r“\."“'-‘.“,"'*«.,.‘_ 111111 ,_r“"
/ Faulty residual
Fault- ree 3...q.._._..q..+._..?’fh.+.+.....+.+....._.+..’.
& |l.rll’
faulty |

residuals 2 Fault-free residual
10 1000 2000 30IUU 40I00 5000

Data Samples

28/11/2025



" KF Residuals: Standard

+

1
1

Fault-free t
& 1
faulty 1
residuals 1
1
1

28/11/2025

deviation (example)

Residual Standard Deviation

=3
x 10
|-2 #"M
L . rl'r* -J '*ﬂ-li
”INl'r."M":"r' 1|. n"u| JIII|
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1890099000090 00090000000c0 0000
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"KF Residuals: Whiteness

‘L test (example)

120
100}
Fault-free 20l
&
faulty °
residuals 40

20

28/11/2025

Residual Uncorrelation

0 1000 2000 3000 4000 5000

Data Samples



!'_ Neural Networks for

FDI

28/11/2025
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Brain

i—-—l—@lneuﬁens (processors)

= On average 1000-10000 connections

) S dendrites | |nput
O Zone
- (_ - cell body
2 axon
axon endings S

Output Zone

28/11/2025
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Artificial Neuron ;s
i net; = Zj Wy, + b/

BN

y,=f(net; )
The function 7 is the unit’s activation function.

28/11/2025



« Activation Functions

y(x) i=x

wixy 0

Identity function
1

1 + expl- 1)

¥(x,0) =

1 T

¥x,3)
w15y 07

Sigmoid function

28/11/2025

wixl = |temp—1 if x>EI. g = [tempet i 250
temp— 0  othersise
tethpe—-1 otheraize
: 1
wixl 0.5 —
SHEHD 1 3 o —
= o =]
1}
-2 1] 2 1
-2 0 4
Binary Step function . .
R Bipolar Step function
5 _=p)?
%, =t 1 — 252
A e (%) N

1 T

¥(x,3)
13y

Bipolar Sigmoid function =~ Gaussian function



WHen Should Be

+

> The solution to the problem cannot be explicitly described

by an algorithm, a set of equations, or a set of rules.
»There is some evidence that an input-output mapping exists
between a set of input and output variables.
»There should be a large amount of data available to train

the network.

28/11/2025
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NN Main Features

= NN Nonlinear Structure

« Multi-Layer Perceptron (MLP)

= NN Estimation Error:

P

E(w(t)) = %Z [d (@)~ f(w(0)-x(0)]

i=l1

= Gradient Descending Learning

28/11/2025



iGradient Descent Method

Jo find g
w(t+1) = w(O)+g( E(w(t)) )

so that w automatically tends to the
global minimum of E(w).

w(t+1) = w(t)- E(w(D)n(®

28/11/2025



o Example: Three-layer networks

Input Output

Xpi

Input layer  Hidden layer Output layer

28/11/2025
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Neural Networks

28/11/2025

Main Ability of NN: Learn from examples

Trained to represent relationships b/w past values of
residual data and faults

No mathematical model is needed if sufficient
training data is available.

Generalise when presented with I/P not appearing in
the training data

Decision-making in noisy or corrupted data



Neural Networks : Strategies for

‘_L FDI

= Pattern Recognition
= Model based

Residual generation: Residual rdetermined in

order to characterise each fault. Ideally, the NN
models identify all classes of system behaviour.

Decision-making: Process the residual rto
determine the location and occurrence time of each
fault

28/11/2025



‘Neural Networks : Strategies
for KDI

+

28/11/2025

A single NN can be used for both stages
simultaneously on cost of less transparency but
improved training time

Fault isolation: Requires training data available for all

expected faults in terms or residual values or system
measurements

Used for classification in conjunction with other
residual generating methods e.g. non-linear
observers.

Online FDI



Residual Evaluation with
NN

Neural Network for residual evaluation!

100 1
Training W Training ]
sequence b sequence J
80 WM 0.8
i
Fault-freeso MW_J 06 |
and faulty m P — 1 BN
- 40} | S 04r — Fault
residual i e ™ .
signals g ﬁ@mwwww 02 | index,
» | P o g
M e ] — (NN output)
(NN lnput)o sl | | A | | |
0 200 400 600 800 1000 0 200 400 600 800 1000
Data Samples Data Samples
Fig. 5.27. NN input pattern. 3. Output pattern of the NN.

Neural Network Training Sequences

28/11/2025
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Neural Network Scheme
for FDI

28/11/2025

Mllllilllreﬂ SVSIem | Reference Input
-
Controller ni
_—Faults ——
Input Plant Output
—»| Actuators —> . —» Sensors ¢
Dynamics
Residuals
ANN > ANN
Fault
I l Information
Qualitative -
Information Symbolic
(Qualitative)
Information
Fault Diagnosis System
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‘L Application Examples

A Industrial Process
» Gas Turbine Prototype

4 Aircraft/Aerospace Studies
» Small Commercial Aircraft
» Mars Express Satellite/Probe

28/11/2025



!'_ Simulated Gas Turbine

Prototype Model

28/11/2025
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Simulated Application
Example (Cont'd)

Simulated Gas Turbine (SIMULINK®)

u(t) y(t)
Inputs Qutputs
Compressor Combustor Turbine
"ot
Controller Gas turbine main cycle parameters (ISO design conditions).

Air mass flow rate [kg/s] 24.4

Cycle pressure ratio (P,./Fj.) 9.1

Figure 5.7: SIMULINK block diagram of the process. Electrical power (1) [KW] 5220

Exhaust temperature (7T,¢)[K| 796

Fuel mass flow rate (My) [ke/s] | 0.388

IGV angle range (Aa) [deg] 17

28/11/2025
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Gas Turbine FDI

s Work started in 1999 (UK):
= Ron J. Patton & Mike Grimble,
= Steve Daley & Andrew Pike

= Residual generation:

« Kalman filters.
= Fuzzy logic

s Residual evaluation:
= Geometrical or statistical tests
= Neural Networks

28/11/2025



HTDU model
RB P 17/9/97

mods by AJLO 4/1/99

Simulated fault condtions

ambient
air

four

one = Compressor contamination
two = Thermcouple sensor fault
three = HP turbine seal damage
four = Fuel actuator friction wear

NOTE:

m10

m8_

To run the with a fault condition. Set the required initial
conditions (init 1, 2 or 3) then double click the required
fault condition(s) before running the simulation. To reset
to a no fault condition, simply reset the inital condtions.

m9.

t7n.

HTDU
turbine
Nt
fuel
flow <
Govemor

Pressurising
valve
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i Turbine Model

= Simulink dynamic model supplied,
based upon an -
experimental test rig.

= 1%-5% model accuracy.

= Steady-state validation.

28/11/2025
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Turbine Inputs & Outputs

28/11/2025

Measure

a, (1)

Torque

/)

Temp.

Press.

Mass

Accuracy

+2%

1%

5%

1.5

1%

5%

40 50
Time (s)

a,(t)




‘-L Fault Conditions

Four gradually developing faults:

1)Compressor contamination (core engine
performance deterioration)

2)Thermocouple sensor fault

3)High Pressure turbine seal damage (core
engine performance deterioration

4)Fuel actuator friction wear

(realistic fault conditions!)



Compressor
i Contamination (1)

= Fault 1: Compressor contamination

= It represents fouling of the surfaces of
the compressor blades.

= The failure is modeled as a gradual
decrease in mass flow rate for a given
pressure ratio.



Compressor

i Contamination (1)

= Mainly affects
P3, P4, Ps, Pt

= p.(t) output observer & —

= Observer inputs:
f(t), a,(t), p(t)

= residual generation
ris(t)

p(t) 1)

_|_

—>
Turbine
—» (bserver
5




Thermocouple Sensor

i Fault (2)

= Fault 2: output sensor fault

= Failure case 2 represents the
malfunctioning of a thermocouple (t3,,)
in the gas path.

= It leads to a slowly increasing or
decreasing reading over time.



High Pressure Turbine Seal
i Damage (3)

= Failure case 3: failure of an HP turbine
seal.

m This results in a reduction in turbine
efficiency.

= The fault is modeled as a gradual reduction in
turbine efficiency over time.



Fuel Actuator Friction
i Wear (4)

= Faillure case 4: loss of performance
due to wear of the fuel valve
actuator.

s The effect of actuator wear causes
slower response to demanded flow rates.

= [t is modeled as a simple first order lag.

The time constant increases linearly with
time to represent progressive wear
damage to the actuator.
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Compressor
‘_L Contamination (Case 1)

p,(t) residual generation using a Kalman filter

x10°
16 |
M’*’
14» -\Ww«vﬁs‘s""f ]
: g “;«'W""’*f
3’«}‘((““‘?’
10+
=8
=
4t
2
ol
-0.50 1b é() 3b 4b 5b 66 76 Sb 90 0_ To_ ‘;) — :; _40_ _Sb_ _60_ 70 _ 8_0 | 90-
Time (s) : Time (s)
Faulty signal Fault free and faulty residual

28/11/2025
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Thermocouple Sensor
(Case 2) Fault

t,, residual generation using a Kalman filter

xmA‘

0 10 20 30 40 5 60 70 80 90 0 0 20 30 40 5 60 70 8 90

Time (s) Time (s)
Faulty signal Fault free and faulty residual

28/11/2025



High Pressure Turbine Seal
Damage (Case 3)

ps(t) residual generation using a Kalman filter

x 10"

0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 5 60 70 80 90

Time (s) Time (s)
Faulty signal Fault free and faulty residual

28/11/2025
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Fuel Actuator Friction
‘_L Wear (Case 4)

q.(t) residual generation using a Kalman filter

x10°

3 Al
2,
2,
1
1,
2 S
q—:_1 0
2 At
3t 2
4
3
0 16 26 36 4b 56 6b 7b Bb 90 0 16 26 36 4b 56 Gb 7‘0 86 Qb
Time (s) Time (s)
Faulty signal Fault free and faulty residual
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Fault Isolability

Fault signature: the most sensitive measurement

Fault/r(t) Ds Py Ps P; D, 9, q. q, |, ls
Casel | |1 1 o | 1 | o o] o | o
G2 | 0 [ o [ o o] o] o] o]o
Case3 | | 1 1 t o o o o
Cased | | 1 L oo | 1 N 0

S | OO
S ||

‘0’ 1f residual 1s not sensitive to a fault

‘1’ if residual 1s sensitive to a fault
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Residual Statistical

Residual Mean Value

.05¢

o O o o o

Mean value of the p;. residual computed by using a growing

28/11/2025
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* Minimum Detectable
Faults

Fault case Deterministic environment Stochastic environment
Case 1 5% 11%
Case 2 5% 8%
Case 3 5% 9%
Case 4 5% 8%

 Faults expressed as per cent of the signals.

e Minimum delay FDI

28/11/2025
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NN Training for FDI

100
W Training
I sequence
80
My —

Training
sequence

60 m“#Wﬂww*J“““
F““ )
40 i r ed
Ll —
20 ,r**?;#ﬁﬁ@“”ﬁwaMmpW%
Y MT“NWW'M WIWM

0 200 400 600 800 1000
Data Samples

Fig. 5.27. NN input pattern.

1

Neural Network for residual evaluation!

0.8
0.6
0.4r

0.2

o—J1

0 200

3. Output pattern of the NN.

400 600
Data Samples

Neural Network Training Sequences

28/11/2025

800 1000
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‘L NN Residuals for FDI

Residuals

+ + + + 4+ + + +

1000

2000

3000

4000

0.2

esiduals O

1
o
N

+ 4+ + + + + + + + F + + o+ + o+ + o+ + A+

1000 2000 3000

4000 500¢

5000
Data Samples Data Samples
pot(t) fault signal. a(t) fault signal.
?8 gg 00?5%8 Minimal detectable step faults.
BT e e T Method [| M; | IGV
DAL T9AGL 1qqev [9A6L JIL6L cDhoCcpe
I | HIqqsD | ceE el 10000 Iy (NN) 57 [ 2507

Ir9IUINE Leaf[fe COUCELUING [P6 [(F A 26P20L°
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Small Commercial Aircraft

L SR

PIPER PA-30

28/11/2025
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Simulated Application
Example

Small Aircraft Model

Table 1: Nomenclature

v True Air Speed [TAS) H altitude
angle of attack de elevator deflection angle
angle of sideslip da aileron deflection angle
roll rate i, rudder deflection angle
pitch rate Dep throttle aperture percentage
vaw rate ! flight path angle
bank angle g acceleration of gravity
elevation angle m airplane mass
heading angle I, I, I, principal-axis inertia moments
engine shaft angular rate d; distance of c.g. from the Thrust line

Piper Malibu

28/11/2025
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0 100 200 300

Be PM residuals
0.01
-0.02¢
-0.035¢ | | | :
0 100 200 300 400
Time (s.)
Sr PM residuals
0 . ‘ .
-0.2 memmwmmwww
-0.4¢
-0.6¢ :
TR N T T E R
08 . ‘ .

‘ 400
Time (s.)

Sa PM residuals
1.5 ‘ - ‘
| o
0.5
0]
-0.5 : ' :
0 100 200 300 400
Time (s.)
Sth PM residuals
15 : ' :
10;

4} ]
-2 WWW#MMW@WMW
8t ‘ —

i " ol Ll ol L 4L
-20 : ' :
0 100 200 300 400
Time (s.)

Residual Signals
(inputs)

UIO/
Kalman
filters as
residual

generators

Fault Severity

FDI of the 1st input sensor (elevator)

Oes O, 04 and Oup:
V, ¢, 0 and n;

Y and H;

P, O and R.

28[T172025
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Residual Signals (outputs)

Elevation Angle Sensor Residuals

FDI of the
oth output
sensor

(engine speed)

Fault Severity

Y and H;
P, O and R.

Oes O, 04 and Oup:
V, ¢, 0 and n;

28/11/2025

True Air Speed Sensor Residuals

Pitch Rate Sensor Residuals
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Validation Trajectory

2000

1500

Y axis (m.)

1000

500

(0 m. , 2000 m.)

(6000 m. , 2000 m.)

DR—

S

1 path

1) 15* flight condition: true air speed = 50 (m/s); radius
of curvature = oo; flight-path angle = 0°; altitude = 330
(m); flap deflection = 0°

2) 2" flight condition: true-air-speed = 50 (m/s); radius
of eurvature = 1000 (m); flight path angle = 0°; altitude
= 330 (m): flap deflection = 0°.

3) 3™ flight condition: true-air-speed = 50 (m/s); radius
of curvature = oo; flight—path angle = 0°; altitude = 330
(m); flap deflection = 0°.

4) 4" flight condition: true air speed = 50 (m/s): radius
of curvature = 1000 (m); flight-path angle = 0°; altitude
= 330 (m); flap deflection = 0°.

nd
2 path

rd
3

path

(Om.,0m.)

4th path

(6000 m. , 0 m.)

-1000 0

3000 4000

X axis (m.)

1000 2000 5000

6000

7000




“ Minimum Detectable

Faults

Input sensor ¢(1) Variable Fault size Detection delay (s)
Elevator deflection angle Oe 2° 18
Aileron deflection angle Oa 3 6
Rudder deflection angle Oy 4° 8
Throttle aperture (%) Oth 2% 15
Output sensor yi(1) Variable Fault size Detection delay (s)
True air speed V 8 m/s 9
Pitch rate 0 37/s 22
Elevation angle 0 5" 10
Altitude H g m 12
Roll rate P 2°/s 24
Yaw rate R 37/s 29
Bank angle ) 57 5
Heading angle W 6" 20
Engine angular rate n 20 RPM 25

Minimum detectable faults and detection delays

28/11/2025
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Reliability Analysis

Monte—Carlo analysis by monitoring the PM residuals

Faulty sensor | 7y, Tmf  Ttds Tti  Tmds Tmi
0, 0.002 0.003 0.997 27s
04 0.001 0.001  0.999 18s
0, 0.002 0.003 0.997 258
O¢1, 0.003 0.002 0.998 35s

Experimental Robustness/Reliability Assessment

28/11/2025



!'_ Mars Express (MEX)

FDI

28/11/2025
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i MEX Project

= "Robust Estimation for Failure Detection”
= ESA (Holland), Astrium (Toulouse, France)
= Denis Fertin, Bernard Polle

= University of Hull, Hull (UK)
= Ron J. Patton, Faisal J. Uppal

= Universita di Ferrara
= Silvio Simani

28/11/2025
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imulated Application
Example

6.4 SOLAR ARRAYS DYNAMICS

6.1 SATELLITE OVERVIEW A GLOBALSTAR solar array has been selected. Its dimensions are recalled on the Figure 6-2.
- 4.917m ( [SAT-08]) -;
Za YOke — - .._..-.-.-..... o 8 Cells ‘l
B ._.__._.____ -
A — - » o 1 778m

< 1476m ([SAT-08])

Frgure 6-2 : MARS-EXPRESS solar array

Simple SA model

1380

Aerospace Satellite

I |

Figure 6-1: Satellite dimensions

28/11/2025
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i Simulated Application

Aerospace Satellite

Figure 6-3 : Thrusters implementation

]

Fig. 1: Mars Express spacecraft (MEX) (WwWw.esa.int)

28/11/2025



" Diagram of the MEX
System

: | IMP1 (Inertial measurement package)
Tl

______________ 1

i : Gyro-1 i :
:'i\ Thurster-1 : Xm

_/-r 1
Accelerometer-1 | 62 ; Y

pi! ey | SYSTEM |0y —_

--------

1]
{16 |
E e EE

. ormexFDI {[ee][a] 2

CONTROIL¢

Mars Express Satellite

Diagnosis

28/11/2025



= Process Modelling

Problems

Solar array
dynamics

» Command input
nonlinearity

» Centre of Gravity
uncertainty

» Thrusters’
misalignments

» IMU/IMP/Gyro
misalignment
errors

» Engine disturbance
forques
28/11/2025

o L ATEm ([SAT-02]) g

4917m ( [SAT-08])

Cells
panel
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Suggested
‘L Methodologies

1. Satellite Dynamic Model

v Kalman filter design for residual
generation;

v Fixed thresholds for FDI

2. UIO Observers
v’ Designed from the MEX model
v’ Fault Isolation

28/11/2025
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Uncertain System
{xp (t+1)=4,0 x,()+B, 0 u(r)
y(1)=C,0)x() System
MEX process
u(t),y(t) v System Identification Model
+
{x(t+1) = A x(1)+ B u(ty+ H e(t)
() =C x(t)+e(r) Residual
Identified Model Design
(4, B, C, H) . Observer Design
4 & +
(x(t+1)= Ax(t)+Bu(t)+ H y(t)—C x(t)
|30 =Cx(0) Residual
e(t) = y(1)— Cx(?)
(1) =e(?) Generation
Diagnostic Observer/Filter
r(t) v Residual Generation

28/11/2025
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DI Design Overview: UIO

L EeiEEiEi s s

u [Nm] I I »  System ® >
Signal
Disturbance Grouping
eetimation 3. Fault Isolation
‘._]L Observer-0 >
u o Informatjon
. Fault |Elglutft
- - @ Observer-i > Isolation >
u ® Logic
®
°
| 2.ResidualGeneration ploners || >
u r

A

Fault
dir. selection

28/11/2025



s Residual Signal Examples...




Performance Analysis Example

paupp FALSE CORRECT WRONG  MISSED ME MEAN EAULT AL AR\ MONTE IE;[PF{;‘N

FAULTCASE g ALARM ISOLATION ISOLATION FAULT DETECTION ISOLATION poot o CARLO tnoo
RATE RATE RATE RATE TIME TIME RUNS# 0

ThrusterlClosed 100 £.006 0,994 0.006 g000 4454 133874 1.000 500 0.349
ThrusterIClosed 300 20.000% - 0.996 0.004 200005 7.975 120.400 1.000 500 0.371
Thruster1Closed 500 £0.000% : 0.099 0.001 T0.000% 1315 61315 1.000 5 0.448
Thruster]Closed 650 = 0.000 * - 0.004 0.006 10000 0100 46.914 1.000 500 0.520
ThrusterIClosed 750 = 0.000 & 0992 0.008 10000 % 0.102 20,158 1.000 500 0.559
Thruster2Closed 100 = 0.000 % 0.009 0.001 T 0.000 3 3.022 116371 1.000 500 0.350
Thruster2Closed 300 & 0.000 = 0099 0.001 20000 F 7733 124.602 1.000 500 0.373
Thruster2Closed 500 = 0.000 % 0.992 0.008 * 0000 * 1301 58.577 1.000 500 0.437
Thruster2Closed 650+ 0.000 = 0.994 0.006 S 0000 ¢ 0.302 51.548 1.000 500 0.523
Thruster2Closed 750 * 0.000 & 0.003 0.007 * 0000 = 0114 28.654 1.000 500 0.554
Thruster3Closed 100 & 0.000 & 0.004 0.006 " 0000 = 3200 126.882 1.000 500 0.355
Thruster3Closed 300 * 0.000 & 0.999 0.001 " 0000 - 8380 126.433 1.000 500 0.375
Thruster3Closed 500+ 0.000 § 0992 0.008 S 0000 & 0802 64.824 1.000 5 0.443
Thruster3Closed 650 = 0.000 & 0.098 0.002 S 0000 1 0.100 48.033 1.000 500 0.521
Thruster3Closed 750 = 0.000 & 0996 0.004 S 0000 & 0104 32.067 1.000 500 0.559
Thruster4Closed 100 3 0.000 5° 0.099 0.001 S 0000 & 2407 113.280 1.000 500 0.348
Thruster4Closed 300 = 0.000 § - 0.096 0.004 0000 5 8.603 123277 1.000 500 0.371
Thruster4Closed 500 50.000 % 0.999 0.001 200005 1116 58.326 1.000 500 0.441
Thruster4Closed 650 20.000% - 0.992 0.008 300000 0.042 44282 1.000 500 0.515
Thruster4Closed 750 0.00¢ 099 0,002 D.00¢  0.101 26.398 1.000 500 0.550

g g
. .

g g
*s *s

Performance evaluation html file for the thruster closed fault cases withS00 Monte-Carlo runs. The
probabilistic thresholds were fixed with & = 3.0000

28/11/2025



vPerformance Analysis
Example

Residual Signal #

x16° Residual Signal #

210"

| 1 | False alarm
I _ 1| situation

. 1 1 1 1 1 1 1 1
200 400 GO0 BOO 1000 100 200 300 400 500 600 YOO 800 500 1000

Time (s.) Time (s.)
<10° Residual Signal # «10° Residual Signal #
af j j j j j j j j j ] i 'v“mmmw;mmhvwwl.ﬂmwimwwm“t
as 1
0

05 { 1
1 | L ]
1.5} _J i
-2 -
-2 5 i
Bl | -ar 4
-3.51 1
-8 1 -4 1
100 200 300 400 500 600 700 E0D 900 100 100 200 300 400 500 600 700 800 @00 1000

Time (s.) Time (s.)

e e



Performance Analysis
Example

Residual Signal #

4{IIID 00
Time (s.)

Residual Signal #

100 200

400 500 600 FOO O 800
Time (s.)

300

=1
&1

x10°

Residual Signal #

&

4

_"IG 1 1
i} 200 400 600 800
Time (s.)
<10 Residual Signal #

200

300 400 500 600 FOO0 800
Time (s.)

800 1000

28/ Verro=s

Wrong
Isolation
Case



‘LﬁEx FDI Method Results

28/11,

Performance |Classical, Method 1 Method 2
Index FDI
Mean false alarm rate 0.00 0.00 0.00
Detection possible Yes Yes Yes
Isolation possible No Yes Yes
Mean true isolation N/A 0.994 More than
rate (typical value) (Thruster closed) 0.999
0.996 (Thruster (1152 MC runs)
open)
Max pointing error 1.08 0.10 0.10
before detection (Thruster closed) (Combined)
(typical value) 0.10
(Thruster open)
Max pointing error N/A N/A 0.11

before isolation
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Conclusions
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v" Model-Based FDI

v Analytical Redundancy
v State-Space Models

v" Residual Generation

v Unknown Input Observers UIO
v" Dynamic Observers / Kalman Filters

v Neural Networks

v Residual Evaluation/Change Detection
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‘L FDI Issues

s From FDI to FTC
a Fault Tolerant Control

= Model Uncertainty and FDI

= Model-reality mismatch
s Sensitivity problem: incipient faults!

= Robustness in FDI
» Disturbance, modelling errors, uncertainty
» UIO and Kalman filter: robust residual generation
» Knowledge-based approaches (NN and FL)

28/11/2025
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