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General introduction
A State-of-the-art review
A Fault diagnosis nomenclature

Main methods for fault diagnosis
A Parametéer estimationmethods

A Observer and filter approaches

A Parity relations

A Neural networks 'and fuzzy systems

Application examples
Concluding remarks
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i Programme Detalils

ntroduction:; Course Introduction
A Issues in ModelBased Fault Diagnosis

A Fault Detection and Isolation (FDI) Methods based
on Analytical Redundancy

A Modelbased Fault Detection Methods

A The Robustness Problem in Fault Detection
A Fault Identification Methods

A Modelling of Faulty Systems

02/10/2023



5 Sistemi.di‘Supervisione Adattativi. Silvio Simani

iProgramme Det al

A Residual Generation Techniques
A The Residual Generation Problem

A Fault Diagnosis Technigue Integration

A Fuzzy Logic for Residual Generation
A Neural Networks in Fault Diagnosis
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iProgramme Det al

A Observers for Robust Residual Generation
A Residual Robustness to Disturbances

A Application Examples
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Annual Meetings on FDI

A TFAC SAFEPROCESS Symposium

A Symposium on Fault Detection Supervision & Safety for
Technical Processes
A 15t held in Badeni Baden, Germanyin 1991
A 2" in Espo, Finlandin 1994
A 3" at Hull, UK in 1997
A 4% held in Budapest, Hungary in 2000
A 5t at Washington DC, USA, July 2003
A 6™ in Beijing, P.R. China, August 2006
A 7™ in Barcelona, Spain, July 2009
A 8™ in Mexico City, Mexico, August 2012
A 9t in Paris, France, 2015
A 10" in Warsaw, Poland, 2018
A 11" in Cyrpus, Greece, scheduled in 2021

02/10/2023
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Nomenclature

1. States and Signals

Fault
An unpermitted deviation of at least one characteristic property or
parameter of the system from the acceptable, usual or standard con-
dition.

Failure
A permanent interruption of a system’s ability to perform a required
function under specified operating conditions.

Malfunction
An intermittent irregularity in the fulfilment of a system’s desired
function.

Error
A deviation between a measured or computed value of an output
variable and its true or theoretically correct one.

02/10/2023
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Nomencl ature (1

1. States and Signals

Disturbance
An unknown and uncontrolled input acting on a system.

Residual
A fault indicator, based on a deviation between measurements and
model-equation-based computations.

Symptom
A change of an observable quantity from normal behaviour.

02/10/2023
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Nomencl|l atur e

2. Functions

Fault detection
Determination of faults present in a system and the time of detection.

Fault isolation
Determination of the kind, location and time of detection of a fault.
Follows fault detection.

Fault identification
Determination of the size and time-variant behaviour of a fault. Fol-
lows fault isolation.

Fault diagnosis
Determination of the kind, size, location and time of detection of a
fault. Follows fault detection. Includes fault detection and identifi-
catiorn.

Monitoring
A continuous real-time task of determining the conditions of a phys-

ical system. by recording information. recognising and indication
anomalies in the behaviour.

Supervision

Monitoring a physical and taking appropriate actions to maintain the
operation in the case of fault.

02/10/2023
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Nomencl|l atur e
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3. Models

Quantitative model
Use of static and dynamic relations among system variables and pa-
rameters in order to describe a system’s behaviour in quantitative
mathematical terms.

Qualitative model

Use of static and dynamic relations among system variables in order
to describe a system’s behaviour in qualitative terms such as causal-

ities and I[F-THEN rules.

Diagnostic model
A set of static or dynamic relations which link specific input variables,
the symptoms, to specific output variables, the faults.

Analytical redundancy

Use of more (not necessarily identical) ways to determine a variable,
where one way uses a mathematical process model in analytical form.
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Nomencl|l atur e
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Reliability
Ability of a system to perform a required function under stated con-
ditions, within a given scope, during a given period of time.

Safety
Ability of a system not to cause danger to persons or equipment or
the environment.

Availability
Probability that a system or equipment will operate satisfactorily
and effectively at any point of time.
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Nomencl ature (!

5. Twme dependency of faults

Abrupt fault
Fault modelled as stepwise function. It represents bias in the moni-
tored signal.

Incipient fault
Fault modelled by using ramp signals. It represents drift of the mon-
itored signal.

Intermittent fault
Combination of impulses with different amplitudes.

NOTE: Incipient fault (slowly developing: fault)= hard to detect !

02/10/2023 I
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Nomencl|l atur e

6. Fault terminology

Additive fault
Influences a variable by an addition of the fault itself. They may
represent, e.g., offsets of sensors.

Multiplicative fault
Are represented by the product of a variable with the fault itself.
They can appear as parameter changes within a process.
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‘L Application Examples
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Simulated case studies
|dentification/FDI.applications
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‘L Simulated Application Examples

Simulated Gas Turbine

IGV [« PID
M LHV x
nor N
= CM o ™
Fm, . C Compressor
FN, _ﬁé__: m. FNt’BI CC  Combustor (Combustion Chamber)
T, ¥ Y ¥ e P, CM  Compressor Map
=T > > > > ED  Exhaust Duct
P P M
ol ID o o C fc , CC f T »| ED > EG  Electric Generator
ic oc T Tot 1D Intake Duct
T, P, T, pz T3’ p3 T, ]:!1 5 ms IGV  Inlet Guide Vanes
PID Proportional Integral Derivative Controller
T Turbine
— EG [ TM  Turbine Map
R, C B, Gy

Figure 5.2: Block diagram of the single—shaft gas turbine.

02/10/2023
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SI mul ated Appl 1 cat

Simulated Gas Turbine

My Fuel mass flow rate
LHV  Lower Heating Value
IGV < M PID Mise Isentropic compressor efficiency
f LHV } Fm,. Compressor mass flow function
n. . : ‘ FN. Compressor rotational speed function
= CM i E ™ 3, Compressor pressure ratio
Fm, FN.|B | ‘ FN..B i se Isentropic expansion efficiency
ot inise h F'N;  Turbine rotational speed function
T, . > Py 3¢ Turbine pressure ratio
I_J;__b D o | B | cc Mf' T | ED > T; i—th section (module) temperature (i =1,--- |
. D > T. > > -T> i i—th section (module) pressure (i =1,--- . 5)
1c ot s 5-th module mass flow rate
T p 1 T2’ P o) T3’ P 3 L })4 TS’ ms T, Ambient temperature
Pa Ambient pressure
F. Compressor power
» EG |« P, Turbine power
P.C. Pt , Cq C. Compressor torque
¢ P, Cy Turbi[.le torque
F. Electrical power

o

Figure 5.2: Block diagram of the single—shaft gas turbine.

02/10/2023
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S mul ated Applicat.

Simulated Gas Turbine

uy(t), Inlet Guide Vane (IGV) angular position («);
U= M[‘
=D uz(t), fuel mass flow rate (My).
2 oc
¥y~ Toc CC ,
\ y1(t), pressure at the compressor inlet (p;.):
IGV
P Y= B ya(t), pressure at the compressor outlet (pg.);
o C T :@ y3(t), pressure at the turbine outlet (p,;):
E Sy y4(t), temperature at the compressor outlet (7,.);
— B Ry
U]__ cL — T [l
Y= Y5~ Jot ys(1), temperature at the turbine outlet (7,,);
D L & ED . ? .
+ * yg (1), electrical power at the generator terminal (F.).

02/10/2023
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S mul ated Applicat.
Simulated Gas Turbine (SIMULINK ®)

u(t) y(t)
Inputs Qutputs
Compressor Combustor Turbine
e
Controller Gas turbine main cycle parameters (ISO design conditions).

Air mass flow rate [kg/s] 24.4

Cycle pressure ratio (P,./Fj.) 9.1

Figure 5.7: SIMULINK block diagram of the process. Electrical power (1) [KW] 5220

Exhaust temperature (1, )[K] 796

Fuel mass flow rate (My) [ke/s] | 0.388

IGV angle range (Aa) [deg] 17

02/10/2023
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SI mul ated Appl 1 cat

Simulated Power IPlant:Pont surSambre

de T.P, 0O 1. super heater (radiation);
A | y 7
W\/j&wr | l 2. super heater (convection);
@Trs [T
D @) s \Ei M.P. B'p'j%' 3. super heater:
o B SO
Ry 4. reheater;
®%% © 5. dampers;
i 6. condenser;
© — 7. drum;
e , 8. water pump:
-Gy ;: o
Q, 9. burner.

02/10/2023
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S mul ated Applicat.

Simulated Power IPlant:Pont surSambre

s e, 0] |
A I_X'\ : | g up(t) Cp gas flow
M Ld\/\/‘—' | l us(t) O, turbine valves opening
T ] [T us(t) ) super heater spray flow
@ 3 ¢d p praj
D @ - E\P_)\ M.P. B‘p‘j%' uy(t) H, gas dampers
< R <@> ug(t) Qg air flow

y1(t) P, steam pressure
- y2(t) Ts  main steam temperature
9 yi(t) T,s reheat steam temperature
-1C i : 8—

02/10/2023
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S mul ated Applicat.

Simulated Gas Turbine
y(t)

Actuators J £(0)
g £V
U.(t) - __—| u fLU*(t) y*(t)
N I () System
ai - u(t t :
air 1}21_. I_.‘ m_'_._ ( ) U(
I B .
Valve angle  Turbine [nput sensors ol 6
Compressor Combustor y(t)| Output sensors
f; Controller
E T £(t)
Nl Figure 5.46: Turbine closed-loop scheme.

Controller

Figure 5.44: The monitored system.

02/10/2023
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SI mul at ed

Appl i cat |

Small Aircraft:Model

Table 1: Nomenclature

True Air Speed (TAS) H altitude

angle of attack be elevator deflection angle

angle of sideslip Do aileron deflection angle

roll rate 8y rudder deflection angle

pitch rate den throttle aperture percentage

yaw rate ¥ flight path angle

bank angle g acceleration of gravity

elevation angle m airplane mass

heading angle I, I, I, principal-axis inertia moments
engine shaft angular rate d; distance of c.g. from the Thrust line

Piper Malibu

02/10/2023
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SI mul ated Appl 1 cat

Small Aircraft:Model

Table 1: Nomenclature

vV True Air Speed (TAS) H altitude

a angle of attack e elevator deflection angle

5} angle of sideslip s aileron deflection angle

P roll rate O rudder deflection angle

Q pitch rate ey throttle aperture percentage

R yaw rate 04 flight path angle

@ bank angle g acceleration of gravity

d elevation angle 7 airplane mass

s heading angle I, I,, I, principal-axis inertia moments

7 engine shaft angular rate d; distance of c.g. from the Thrust line

02/10/2023
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SI mul ated Appl 1 cat

6.4 SOLAR ARRAYS DYNAMICS

o A GLOBALSTAR solar array has been selected. Its dimensions are recalled on the Figure 6-2.
- 4.917m ([SAT-08]) -;
Za YOke — — .._..-.-.-..... o 8 Cells ‘l
B ._.__._.____ -
) —|[ - > pael 1 778m

< 1476m ([SAT-08))

Frgure 6-2 : MARS-EXPRESS solar array

Simple SA model

Aerospace-Satellite

Iy |

Figure 6-1: Satellite dimensions

02/10/2023
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SI mul ated Appl 1 cat

Aerospace -Satellite

ZY'

W

(B

1

Figure 6-3 : Thrusters implementation

Fig. 1: Mars Express spacecraft (MEX) (WWWw.esa.int)

02/10/2023
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S mul ated Applicat.

Manifactuning: Process
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S mul ated Applicati

Manifactuning: Process

JAM!
l k I —— o oo /
release packaging N
products

ko)

2

(possibly unskilled)
human operator

02/10/2023



29 Sistemi.di‘Supervisione Adattativi. Silvio Simani

Introduction

Redundant >
Sensors . ,
Diagnostic|
Input logic
—r—> Plant Sensors >
Output 5%?#1
—» FDI ] +
mathematical Dliigqustm >
> model 5 logIC

Figure 1.1: Comparison between hardware and analytical redundancy schemes.

02/10/2023
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|l ntroducti on (!

Faults
Input » 4 h Output
» Actuators —» Plant » Sensors =
u(t) y(t)
Plant
g model B
¢ Model-based
Residual fault detection
generator
r(t) v Residuals
Residual
evaluation
Fault alarm
Figure 1.2: Scheme for the model-based fault detection.
02/10/2023




31 Sistemi.di‘Supervisione Adattativi. Silvio Simani

i Residual Generation

A This block generates residual signals
using available inputs and outputs from
the monitored system

A This residual (or fault symptom) should
Indicate that a fault has occurred

A Normally zero or close to zero under no
fault condition, whilst distinguishably
different from zero when a fault occurs

02/10/2023
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i Residual Evaluation

02/10/2023

A This block examines residuals for the
likelihood of faults and a decision rule is then
applied to determine if any faults have
occurred

It may perform a simple threshold test
(geometrical methods) on the instantaneous
values or moving averages of the residuals

It may consist of statistical methods, e.g.,
generalised likelihood ratio testing or
sequential probabillity ratio testing
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|l ntroducti on (!

A ModelBased FDI'Methods:

1. Output observers (OO, estimators, filters);
2. Parity equations;

3. Identification and parameter estimation.

02/10/2023
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|l ntroducti on (!

A Signal ModelBased Methods:

1. Bandpass filters;
2. Spectral analysis (FFT);

3. Maximmme-entropy estimation.

A Change Detection: Residual Analysis

1. Mean and variance estimation;
2. Likelihood-ratio test, Bayes decision;

3. Run-sum test.

02/10/2023
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‘Llntroduction (

A Model Uncertainty in Fault Detection & Isolation (FDI)
A Modelreality mismatch
A Sensitivity problem: incipient faults!

A Robustness in FDI

A Disturbance, modelling errors, uncertainty

A Unknown Input Observer (UIO) and Kalman filter: robust
residual generation

A System ldentification for FDI
A Estimation of a reliable model
A Modelling accuracy & disturbance estimation

02/10/2023
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|l ntroducti on (!

A Fault Identification Methods
A Fault nature (type,'shape) & size (amplitude)

1. Geometrical distance and probabilistic methods;
2. Artificial neural networks;

3. Fuzzy clustering.

A Approximate Reasoning Methods:

1. Probabilistic reasoning:
2. Possibilistic reasoning with fuzzy logic;

3. Reasoning with artificial neural networks.

02/10/2023
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| nt roducti1 on

A FDI applications;status & review

Table 1.1: FDI applications and number of contributions.

Application

Number of Epntributions

Simulation of real processes l’ 55 o
Large-scale pilot processes il g
Small-scale laboratory processes il

Full-scale industrial processes ., ;%?_‘ .

Table 1.2: Fault type and number of contributions.

Fault type

Number g)f egntributions
=

Sensor faults
Actuator faults
Process faults
Control loop or controller faults

02/10/2023
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|l ntroducti1l on
A FDI applications;status & review

Table 1.3: F'DI methods and number of contributions.

Method type Number of geytributions
S
Observer ', 53 @
anm
Parity space PIETIN
Parameter estimation "51 ‘:
|}
Frequency spectral analysis
Neural networks 9

Table 1.4: Residual evaluation methods and number of contributions.
Evaluation method | Number of contributions

Neural networks 819 :

. ®ane
Fuzzy logic 5"
Bayes classification 4
Hyvpothesis testing 8

02/10/2023
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02/10/2023

Nt roduct
A FDI applications;status & review

Table 1.5: Reasoning strategies and number of contributions.

| Reasoning strategy | Number of contributions |

Rule based
Sign directed graph
Fault symptom tree

Fuzzy logic

10

(o0 I SR

Table 1.6: Applications of model-based fault detection.

FDD

| Number of contributions

Milling and grinding processes
Power plants and thermal processes
Fluid dynamic processes
Combustion engine and turbines
Automotive
Inverted pendulum
Miscellaneous
DC motors
Stirred tank reactor
Navigation system
Nuclear process

41
46
17
36
3
33

On

(
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‘L Modelbased FDI Techniques

Input Output
—T1—> Process >

Measurements

Megpurenents _

Residual
generation

vly Residuals
Residual
evaluation

v Fault information

Figure 2.1: Structure of model-based FDI system.

02/10/2023
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Modelb-ars eld =F D T ech ni

1. Residual generation: this block generates residual signals using avail-
able inputs and outputs from the monitored system. This residual (or fault
symptom) should indicate that a fault has occurred. It should normally
be zero or close to zero under no fault condition, whilst distinguishably
different from zero when a fault occurs. This means that the residual is
characteristically independent of process inputs and outputs, in ideal con-
ditions. Referring to Figure 2.1, this block is called residual generation.

? _Residual evaluation: This block examines residuals for the likelihood
of faults and a decision rule is then applied to determine if any faults have
occurred. The residual evaluation block, shown in Figure 2.1, may perform
a simple threshold test (geometrical methods) on the instantaneous values
or moving averages of the residuals. On the other hand, it may consist of
statistical methods, e.q., generalised likelihood ratio testing or sequential
probability ratio testing [Isermann, 1997, Willsky, 1976, Basseville, 1988,
Patton et al., 2000].

02/10/2023
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Modelb-ars eld =F D T ech ni

U Modelling of Faulty Systems

un(t) u (1) v (t)
— Actuators Plant =
Input é OUtpUt
Sensors

SENSOrs

u(t) Ay‘ FDI system |«—{ ¥ (%)

Controller |«

T

Reference
signals

Figure 2.2: Fault diagnosis in a closed-loop system.
02/10/2023



43 Sistemi.di‘Supervisione Adattativi. Silvio Simani

Modelb-ars eld =F D T ech n

Output sensors
Input sensors

| I
| y*(t)
» Plant >
: T % :
t
| u(t) uR(t) y(® |
| Actuators < Controller |
| Reference |
L _ _ _signals | |
' » FDI system < Y
u(t) y(t)

Figure 2.3: The rearranged fault diagnosis scheme.

02/10/2023
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Modelb-ars eld =F D T ech ni

Controller fault
N A
———————— e I Controller I —————————eee
- ]
(1) f.(t)
o
—» Actuators s (t)‘; Process y*(® »
ug(t)
23 £(1) (1)

Input sensors Output sensors

u(t) ‘ y(t)

Figure 2.4: The controlled system and fault topology.
02/10/2023



45 Sistemi.di‘Supervisione Adattativi. Silvio Simani

Modelb-ars eld =F D T ech ni

Conrrol.ler fault
Fault Location: I A
e I Controller |
A Actuators IR j
A Process orsyste £ £
Components — Actuators u*(t)‘; Process Y*(t) >
-~ t)
A Input sensors U " w0
A Output-sensors
Input sensors Output sensors
A Controllers u(t) y(0
Y \J

Figure 2.4: The controlled system and fault topology.

02/10/2023
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Modelb-acs e’d "cEDducsTlerch n i
Fault and-System'Modelling

f,(t) fe(t)

l u* (1) l

up(t) y*(t)

— Actuators Plant »
Input @ Output
Sensors f.(t) t,(t) Sensors
ul?) l V()

Ax(t) + Bu*(t)
Cx(t)

J‘_‘“‘_"ﬁ.
4
* T
—_— T
_I_
=
|

—
e’
|
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Modelb-acs eld 'cEDducesTiercdh n |
Fault and-System/Madelling

fa (ﬂ fc[:t)

un(?) : u' (1) l v* (1)

—> Actuators » Plant =
Input é‘i *)é' Output
f

Sensors f.(t) y (1) Sensors
u(t) l l v(t)

x(t + 1) = Ax(t) + Bu*(t) + £.(¢)

Figure 2.5: The monitored system and fault topology.

J‘_'ﬁ_‘\
=
—
=
—
=
*
—— —
e
R
';-."‘-.1
—_—
e
R

e

-
|

e

Ax(t) + Bu*(t)
Cx(t)

—+

Jd_"“‘_"l.
- A
e
— T
—p
=+
=
||
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Modelb-acs eld 'cEDducesTiercdh n |
Fault and-System/Madelling

u*(t *(t ~
O Plant |—2 > u(t) = w(r)+ ()
% % y(t) = y*(t) +y(t)
f,,(t)7 Input Output £, (t)
‘Ll(t) SENSOTS SEeNnsors }"(ﬂ
Figure 2.6: The structure of the plant sensors. { u(t) = u(t)+ E‘(f*) + fu(t)
y(t) = y*(t) +¥(t) + f,(t)

02/10/2023
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Modelb-acs e’d "cEDducsTlerch n i
Fault and-System'Modelling

£, (1) LN f.(t)
AR
ug(t /u(f \ vt
R() Actuators ‘yl » Plint >
|
Inpugi I \ %} Output
Sensors £u(?) l ,él— £, (1) Sensors
l l o l
\ I f)
u(t) \“ v u() ’I y (1

i1l
®!
4
o e
L e S
R
+
E'-"a
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‘“\/Iodel-based F D Tlerch n

£.(t) fl.(t}
S N > Actuators ) Plant ') > A MOdeIIIng
Inputt 4,%)‘ Output Of FaU|ty
sendor: £.(1) (5’7(_ f,(f Sensors
TR AN o Systems
7 ut) N y(t)
4 v u(t)
Figure 2.7: Fault topology with actuator input signal measurement.
x(t+1) = Ax(t)+f.(t) + Bf.(t) + Bu*(t)
£(t) =[£7. £ £F, £]]7 € ®* y(t) = Cx(t
u(t) = t)

Ax(t) +Bu*(t) + L1f(t)
Cx(t) + Laf(t)
u*(t) + Laf(¢)

e
R
ETL‘

+
=
Il
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Wodel—based F 1D T erch |

£.(t) fe(t)

\\ up(t - l u*(t) l yv*(t) A MOdelllng

< Actuators Plant -
Tnpw”g ; Output of Faulty
Sepsors l () ,@— fy (1) l SENSOIS SyStemS

L7 ) N fu(®) y(t)

v u(t)

Figure 2.7: Fault topology with actuator input signal measurement.

| V(2) = Gyu (2)u(2) + G5 (2)f(2)
A Transfer function

description:

——
NP
S
E\}f:'x
L
Il
®!
o
oy
|
=
L
ws!
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‘L Residual Generator ‘Structure

Inputs Outputs { z(t) = Wi (u{]y(])
u(t) y(t) r(t) = Wa(z().y()) = o.
—> Plant =

> Wi(u().y(-) == Wa(z(-),y(-)) Residuals assumptionst

r(t)

residualsigna

Figure 2.8: Residual generator general structure. |S ﬁa mOS[\)

02/10/2023
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Resubn daunadl Gemnenad
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Figure 2.10: Residual generator general structure.
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